Eurli)/lpaudval et 2016

KO ﬁ.2016) 861

Offentligt
L EUROPEAN
> x COMMISSION

Brussels, 30.11.2016
SWD(2016) 410 final

PART 5/5

COMMISSION STAFF WORKING DOCUMENT
IMPACT ASSESSMENT

Accompanying the document

Proposal for a Directive of the European Parliament and of the Council on common
rules for the internal market in electricity (recast)

Proposal for a Regulation of the European Parliament and of the Council on the
electricity market (recast)

Proposal for a Regulation of the European Parliament and of the Council establishing
a European Union Agency for the Cooperation of Energy Regulators (recast)

Proposal for a Regulation of the European Parliament and of the Council on risk
preparedness in the electricity sector

{COM(2016) 861 final}
{SWD(2016) 411 final}
{SWD(2016) 412 final}
{SWD(2016) 413 final}

EN



TABLE OF CONTENTS

6. DETAILED MEASURES ASSESSED UNDER PROBLEM AREA III: A NEW LEGAL

FRAMEWORK FOR PREVENTING AND MANAGING CRISES SITUATIONS......... 305
LT 0 B U0 oY = TV - | o] L= SR 305
6.1.2. Description Of the DAsEliNe ......cccuiiiiiiiie e eee e e e saaee s 309
6.1.3. Deficiencies of the current 1egisIation ..........ccooviiiieiir e 310
6.1.4. Presentation Of the OPtiONS .....cocuiiiiiiie e 314
6.1.5. CompParison Of the OPLIONS ......eiiuiiiiiiiii et st sareesane e 326
B.1.6. SUDSIAIANITY.....uvieeieiiie ettt et e e et e e e et e e e s bt e e e e s abeeeeebbee e e sbaaeessbaeeeanssaeeeassaeaeaarenaaan 335
(o3 S =1 =Y g Vo] [o 1TSS @ o1 41T o L3R 336

7. DETAILED MEASURES ASSESSED UNDER PROBLEM AREA 4: THE SLOW
DEPLOYMENT OF NEW SERVICES, LOW LEVELS OF SERVICE AND POOR RETAIL

MARKET PERFORMANCE .....cociiiiimnsnnsmssnssssssnsssssessssssssssssssssssssssssssassssssasssssssssasssnssanas 339
7.1. Addressing Nergy POVEITY .....cccciiiiiemeiiiiiiiiiitenneisiiiiiiesmssssisissitresssssssssssssssssssssssssssssssssssssssssssnne 341
8 0 O U 04T = TV - | ] L= USRS 342
7.1.2. Description Of the BaseliNe ......coc.ueiiiiiiie e s 344
7.1.3. Deficiencies of the current [egiSIation .........coociiiiiiiiiiiiii e 356
7.1.4. Presentation Of the OPLIONS. ....cccuiiii ettt et e e st e e e e tr e e e e eabae e e e aareaean 358
7.1.5. Comparison Of the OPLIONS .....cccccuiiiieiiie et e et e e et e e e eae e e e st e e e e etreeeeeabaaaesasreaean 370
2 ST U o1 T L= 2SS 395
8 B S -1 =) g Vo] [o 1T 53 0T 1 g 1T o 13U PUP 396
7.2. Phasing out regulated PriCes......cciieeiiiiiiiiiiiiiniiiiiiiieeenniiissiieesnssssssisetssssssssssssssssssssssssssssassnns 401
7.2. 1. SUMMAIY TADIE ..ttt sttt et e st sare e s an e sareesanee e 402
7.2.2. Description of the DaseliNe ......co.eiiiiiiiie e 403
7.2.3. Deficiencies of the current 1egislation ............coociii it e 404
7.2.4. Presentation Of the OPTIONS .....cccuiii ittt e st e e et e e e e aree e e eaaaeaean 407
7.2.5. Comparison Of the OPLIONS .....ccecciiiiiiciiee e e re e e ree e e ta e e s eera e e enraeeesasraeean 409
A A T8 o1 T =T Y2 USSP 448
B 2 B -1 = g Vo] [o 1T o o 11 Y o] o T3P 448
7.3. Creating a level playing field for access to data .........ccieveeeiiiiiiiiiiieciiiiiiine s eeenes 453
7.3. 1. SUMMAIY TADIE ittt st e st s re et sareesanee e 454
7.3.2. Description Of the DAS@lNe .......cc..uiiiiiiei et et e e e e e aree s 455
7.3.3. Deficiencies of the current 1egislation ............coooiii it et 457
7.3.4. Presentation Of the OPLIONS ....ccccuiei i e e e et e et e e e e ara e e e saaraeean 457
7.3.5. Comparison Of the OPLIONS .....ccccciiiiiiiiee e et e e e e e sta e e s e are e e enraaeesanraeeas 458
0 T ST U o1 T L= 7SR 461
T S =1 = Vo] [o 1T o o 11 Y o] o T3S 461
7.4. Facilitating supplier SWitching.........cccoovviiiiiiiiiiiiii 467
7.4, 1. SUMMAIY TADIE ..ttt st e et s b e st e e sareenanee e 468
7.4.2. Description Of the DASElNe .......cc..uiiieiiei ettt e e e e e e aaea s 469
7.4.3. Deficiencies of the current 1egislation ...........coociiii i e 478
7.4.4. Presentation Of the OPTIONS ....ccccciii i e e e tae e et e e e e ara e e e saraaeean 478
7.4.5. Comparison Of the OPLIONS .....ccecceiiiiiiie et e e e sbre e e et e e eeneeeeesnnaeeean 479
S ST U o1 T L= 2SR 484
7.4.7. Stakeholders' OPINIONS .....c.ciiiiiiie ettt ettt sateesae e e sabeesateesareesanee e 485
7.5. COMPArISON tOOIS.......iiiiiiiiiniiiiiiiiiieiiiiiiiiiieeaeeiieritersassssisssttresssssssssssstssssssssssssssssssssssssssssassnne 489
T N U 0 o Ve = TV =] o L PR SUPUROt 490

303



7.5.2. Description Of the DaseliNe ......coueiiiiiii e 491

7.5.3. Deficiencies of the current 1egislation ............coouiiiieiiii e et 496
7.5.4. Presentation Of the OPLIONS .....cccuvii ittt ettt e et e e e e e e e areeean 497
7.5.5. Comparison Of the OPLIONS .....ccccciiiiiiiiee e e et e e e tee e e s bae e e e ttee e ensaeeesasreaeas 500
N TV o1 T =T 12PN 509
T ) =1 = Vo] [o 1T o o 11 Y o] o T3P 510
7.6. Improving billing iNformation ........cceeeeiiiiiiiiiircrrrrrcccc e e e snee e s s s e s e s s nsssssesssaeenns 515
T U0 oY - TV - | o L= SR 516
7.6.2. Description Of the DaseliNe ......coc.uiiiiiiiii e 517
7.6.3. Deficiencies of the current [egisIation ..........oocuiiiiiiiiiiiiii e 530
7.6.4. Presentation Of the OPLIONS ....ccccuiii i ettt e e et e e e e tb e e e eeabae e e saareaean 534
7.6.5. CompParison Of the OPLIONS .....cceccuiiiieiiiee et e et e e et e e e s ba e e eeatee e eeabaeeesaseeaens 535
A T ST U o1 T =T 2SR 545
I ) =1 = g Vo] [o 1T o o 11 Y o] o T3S 547
8. DESCRIPTION OF RELEVANT EUROPEAN R&D PROJECTS ....ccccvcmnsnssemsanssnssanas 553

304



6. DETAILED MEASURES ASSESSED UNDER PROBLEM AREA I11: ANEW LEGAL FRAMEWORK FOR PREVENTING AND MANAGING CRISES SITUATIONS

6.1.1. Summary table

Objective: Ensure a common and coordinated approach to electricity crisis prevention and management across Member States, whilst avoiding undue government

intervention

Option 0: Do nothing

Option 0+: Non-

Option 1: Common minimum

Option 2: Common minimum EU rules plus regional

Option 3: Full harmonisation

across Member States.

cooperation were
identified

regulatory EU rules for prevention and | cooperation, building on Option 1 and full decision-making at
approach crisis management regional level, building on
Option 2
Rare/extreme  risks and | This option was | Member States to identify and | ENTSO-E to identify cross-border electricity crisis scenarios | All rare/extreme risks
short-term risks related to | disregarded as no | assess rare/extreme risks based on | caused by rare/extreme risks, in a regional context. Resulting | undermining security of supply
security of supply are | means for | common risk types. crisis scenarios to be discussed in the Electricity | assessed at the EU level, which
g assessed from a national | enhanced Coordination Group. would be prevailing over
T | perspective. implementing  of national assessment.
% existing  acquis Common methodology to be followed for short-term risk
@ | Risk identification & | nor for enhanced assessments (ENTSO-E Seasonal Outlooks and week-ahead
<C | assessment methods differ | voluntary assessments of the RSCs).
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Plans

Member States take
measures to prevent and
prepare for electricity crisis
situations  focusing  on
national  approach, and
without sufficiently taking
into account cross-border
impacts.

No common approach to
risk prevention &
preparation (e.g., no
common rules on how to
tackle cybersecurity risks).

Member States to develop
mandatory national Risk
Preparedness Plans setting out
who does what to prevent and
manage electricity crisis
situations.

Plans to be submitted to the
Commission and other Member
States for consultation.

Plans need to respect common
minimum  requirements.  As
regards cybersecurity, specific
guidance would be developed.

Mandatory Risk Preparedness Plans including a national and
a regional part. The regional part should address cross-border
issues (such as joint crisis simulations, and joint
arrangements for how to deal with situations of simultaneous
crisis) and needs to be agreed by Member States within a
region.

Plans to be consulted with other Member States in the
relevant region and submitted for prior consultation and
recommendations by the Electricity Coordination Group.

Member States to designate a ‘competent authority' as
responsible body for coordination and cross-border
cooperation in crisis situations.

Development of a network code/guideline addressing specific
rules to be followed for the cybersecurity.

Extension of planning & cooperation obligations to Energy
Community partners

Mandatory  Regional  Risk
Preparedness Plans, subject to
binding opinions from the
European Commission.

Detailed templates for the plans
to be followed.

A dedicated body would be
created to deal with
cybersecurity in the energy
sector.

Crisis management

Each Member State takes
measures in reaction to
crisis situations based on its
own national rules and
technical TSO rules.

No co-ordination of actions
and measures beyond the
technical (system operation)
level. In particular, there are
no rules on how to
coordinate  actions in
simultaneous crisis
situations between adjacent
markets.

No systematic information-
sharing (beyond the
technical level).

Minimum common rules on crisis
prevention and  management
(including the management of
simultaneous electricity  crisis)
requiring Member States to:

(i) not to unduly interference with
markets;

(ii) to offer assistance to others
where needed, subject to financial
compensation, and to;

(iii) inform neighbouring Member
States and the Commission, as of
the moment that there are serious
indications of an upcoming crisis
and during a crisis.

Minimum obligation as set out in Option 1.

Cooperation and assistance in crisis between Member States,
in particular simultaneous crisis situations, should be agreed
ex-ante; also agreements needed regarding financial
compensation. This also inclues agreements on where to shed
load, when an to whom. Details of the cooperation and
assistance agreements and resulting compensation should be
described in the Risk Preparedness Plans.

Crisis is managed according to
the regional plans, including
regional load-shedding plans,
rules on customer
categorisation, a harmonized
definition of 'protected
customers' and a detailed
‘emergency rulebook' set forth
at the EU level.
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Montoring

Monitoring of security of
supply predominatly at the
national level.

ECG as a voluntary
information exchange
platform.

Systematic discussion of ENTSO-
E Seasonal Outlooks in ECG and
follow up of their results by
Member States concerned.

Systematic monitoring of security of supply in Europe, on the
basis of a fixed set of indicators and regular outlooks and
reports produced by ENTSO-E, via the Electricity
Coordination Group.

Systematic reporting on electricity crisis events and
development of best practices via the Electricity Coordination
Group.

A European Standard (e.g. for
EENS and LOLE) on Security
of Supply could be developed
to allow performance
monitoring of Member States.

Pros

Minimum requirements for plans
would ensure a minimum level of
preparedness across EU taking
into account cyber security.

EU wide minimum common
principles would ensure
predictability in the triggers and
actions taken by Member States.

Common methodology for assessments would allow
comparability and ensure compatibility of SoS measures
across Member States. Role of ENTSO-E and RSCs in
assessment can take into account cross-border risks.

Risk Preparedness Plans consisting of a national and regional
part would ensure sufficient coordination while respecting
national differences and competences. Minimum level of
harmonization for cybersecurity throughout the EU.

Designation of competent authority would lead to clear
responsibilities and coordination in crsis.

Common principles for crisis management and agreements
regarding assistance and remuneration in simultaneous
scarcity situations would provide a base for mutual trust and
cooperation and prevent unjustified intervention into market
operation.

Enhanced role of ECG would provide adequate platform for
discussion and exchange between Member States and
regions.

Regional plans would ensure
full coherence of actions taken
in a crisis.

307
Addressing energy poverty



Cons

Lack of cooperation in risk
preparedness and managing
crisis may distort internal
market and put at risk the
security of supply of
neighbouring countries.

Risk assessment and preparedness
plans on national level do not take
into account cross-border risks
and crisis which make the plans
less efficient and effective.

Minimum principles of crisis
management might not
sufficiently adress simultaneous
scarcity situations.

The coordination in the regional context requires
administrative resources.

Cybersecurity here only covers electricity, whereas the
provisions should cover all energy sub-sectors including oil,
gas and nuclear.

Regional risk  preparedness
plans and a detailed templates
would have difficulties to fit in
all national specificities.

Detailed emergency rulebook
might create overlaps with
existing Network Codes and
Guidelines.

Most suitable option(s): Option 2, as it provides for sufficient regional coordination in preparation and managing crsis while respecting national differences and competences.
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6.1.2. Description of the baseline

In the area of risk prevention and management of crisis situations the current legislation
Is scattered over different legal acts.

Regarding risk assessment and preparedness, currently Article 4 of the Electricity
Directive obliges Member States to ensure the monitoring of security of supply issues.
Such monitoring should, in particular, cover the balance of supply and demand, the
quality and level of maintenance of the networks, as well as the measures to cover peak
demand and to deal with shortfalls of one or more suppliers. This also includes the
obligation to publish every two years, by 31 July, a report outlining the findings resulting
from the monitoring, as well as any measures taken or envisaged to address them.
Member States should submit the report to the Commission.

Additionally, ENTSO-E has the obligation to carry out seasonal outlooks (6 month —
summer & winter outlooks) as required by Article 8 of the Electricity Regulation. The
assessments, which follow a probabilistic generation adequacy methodology, explore the
main risks identified within a seasonal period and highlighting the possibilities for
neighbouring countries to contribute to the generation/demand balance in critical
situations.

In terms of coordination and exchange of information among Member States, the
Commission created in 2012 the Electricity Coordination Group® in the aftermath of
Fukushima crisis. The Group is a platform for the exchange of information and
coordination of electricity policy measures having a cross-border impact. It also should
facilitate the exchange of information and cooperation on security of electricity supply
including the coordination of action in case of an emergency within the Union.

The legislation on crisis management is set by Directive 2005/89/EC (SoS Directive),
Article 42 of the Electricity Directive and, as regards technical issues, the network codes,
in particular by the Network Code on Emergency and Restoration (‘'NC ER') which is
currently in comitology for approval. In addition, also the CACM Guideline and the
Guideline on System Operation (SO Guideline) set out operational procedures during
crisis situations, in particular on system operation to be implemented by TSOs.

The Electricity Directive contemplates in its Article 42 the possibility for Member
States to take temporary safeguard measures in the event of a sudden crisis and where the
physical safety or security of persons, apparatus or installation or system integrity is
threatened. Member States are obligated to notify those measures without delay to the
other Member States and the Commission. Any safeguard measures taken by Member
States must "cause the least possible disturbance in the functioning of the internal market
and must not be wider in scope than is strictly necessary [...]." In taking safeguard
measures “Member States shall not discriminate between cross-border contracts and
national contracts™ according to Article 4(3) of the SoS Directive.

! Commission Decision of 15 November 2012 setting up the Electricity Coordination Group. OJ C353,

17.11.2012, p.2.
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Table 2: Specific provisions in network codes and guidelines governing crisis
prevention and management at the technical level

The Network Code on Emergency and Restoration ("NC ER") requires in preparation for emergency
situations that the relevant Regional Security Coordinators (RSCs) ensure consistency of individual TSO
System Defence Plans®. This includes inter-TSO information exchange, identification of threats within the
capacity calculation region and identification of incompatibilities of planned measures. During emergency
"each TSO shall provide through interconnectors any possible assistance” to its neighbours and to prepare
automatic load-shedding plans to ensure stable system frequency®. Concerning suspension of (cross-
border) market activities, TSOs can suspend the provision of cross-zonal capacity and the submission of
balancing bids under the following circumstances*: (a) blackout state or imminent risk of a blackout state
after market mechanisms are exhausted; (b) continuing market activities decreases effectiveness of
restoration towards normal/alert state; (c) communication tools of TSO to facilitate market are not
available. It also addresses recovery and settlement of costs related to emergency measures between TSOs
and market participants, subject to assessment through NRAs®.

The Regulation on Capacity Allocation and Congestion Management (CACM) addresses the firmness
of cross-zonal allocated capacity in case of 'force majeure’ or emergency situations. It defines 'force
majeure’ as unusual event which has happened, is objectively verifiable, is beyond the control of a TSO and
makes it impossible for the TSOs to fulfil its obligations as set out by the CACM Guideline. According to
Article 72, the event of '‘force majeure’ allows TSOs to curtail allocated cross-zonal capacity in
coordination with other concerned TSOs. TSOs are further obliged to notify market participants which are
concerned by curtailment, provide compensation and limit both consequences and duration of force
majeure.

The Guideline on System Operation (SO Guideline) defines the operational system states of 'normal’,
‘alert’, 'emergency' and 'restoration' in its Article 18. This provides a framework for 'remedial actions' which
are used by the TSOs to manage operational security violations (Art. 20 — 23) and as an example include
manually controlled load-shedding (Art. 22, paragraph 1(j)). TSOs shall prepare and coordinate their
remedial actions among each other and their RSCs (Art. 21, paragraph 1(b)) and prefer remedial actions
which make available the largest cross-zonal capacity (Art 21, paragraph 2(d)). Moreover, they are obliged
to jointly develop a procedure for sharing costs of remedial actions (Article 76, paragraph 1(b)(v)).

Source: EU legislation

Finally, on cybersecurity, NIS Directive provides the horizontal framework to boost the
overall level of network and information security across the EU. It imposes a set of
obligations on Member States as well as on essential service providers - including the
electricity, oil and gas subsectors.

6.1.3. Deficiencies of the current legislation

The evaluation of Directive 2005/89/EC (SoS Directive) has revealed the existence of
numerous deficiencies in the current legal framework®. In first place, the evaluation
concludes in the ineffectiveness of the SoS Directive in achieving the objectives pursued,
notably contributing to a better security of supply in Europe. Whilst some of its
provisions have been overtaken by subsequent legislation (notably the Third Package and

See Article 6 of NC ER.

See Articles 14 & 15 of NC ER.

See Avrticle 35 of NC ER.

See Avrticle 8 and 39 of NC ER.

See Evaluation of the EU rules on measures to safeguard security of electricity supply and
infrastructure investment (Directive 2005/89/EC).

o g A~ W N
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the TEN-E Regulation), there are still regulatory gaps notably when it comes to
preventing and managing crisis situations.

The evaluation also reveals that the SoS Directive intervention is no longer relevant
today as it does not match the current needs on security of supply. As electricity
systems are increasingly interlinked, purely national approaches to preventing and
managing crisis situations can no longer be considered appropriate. It also concludes that
its added value has been very limited as it created a general framework but left it by
and large to Member States to define their own security of supply standard. Whilst
electricity markets are increasingly intertwined within Europe, there is still no common
European framework governing the prevention and mitigation of electricity crisis
situations. National authorities tend to decide, one-sidedly, on the degree of security they
deem desirable, on how to assess risks (including emerging ones, such as cyber-security)
and on what measures to take to prevent or mitigate them.

The existing regulatory gap on preventing and managing crisis situations is described in
detail below.

The existing obligations for the Member States on monitoring security of supply (Article
4 of the Electricity Directive and Article 7 of the SoS Directive) focus mainly on
generation adequacy and do not address the preparation for or dealing with crisis
situations. In practice, the reports submitted under Article 4 of the Electricity Directive
are a mere compilation of information on supply and demand figures showing the
evolution in a certain time horizon, while the lists of measures described cover mainly
infrastructure projects on generation and cross-border interconnections.

There is no legal obligation for Member States to carry out a risk assessment or to
draw up a risk preparedness plan’. All Member States set an explicit or implicit
obligation to carry out an assessment of electricity security of supply risks; however, not
all Member States describe the types of risks covered under the assessment®. The analysis
shows that the risks to be assessed vary considerably®. Furthermore each Member State
has designed its own "risk preparedness” or “emergency plan" to deal with stress
situations, which has resulted in different national practices across Europe which tend to
differ in nature, scope and content and rarely take into account cross-border effects.
Diverging perception of risks could lead to different levels of preparedness.

Only ten Member States set clear obligations to draw up risk preparedness plans, whilst eighteen other
Member States do not have such an obligation, but take risk preparedness considerations into account
in reports, plans or measures (source: Risk Preparedness Study).

In addition, Directive 2008/114/EC on the identification and designation of European critical
infrastructures defines the obligation that each identified European Critical Infrastructure needs an
operator security plan (Art. 5) which will be also reflected in the coming System Operation Guideline
(Art. 26). However, these plans focus only on each identified asset and not the electricity system as
whole.

Only nine Member States have direct obligations to carry out a risk assessment; other Member States
are implicitly looking at risks when monitoring the security of electricity supply (source: Risk
Preparedness Study).

23 Member States define risks to be addressed which vary considerably (source: Risk Preparedness
Study).
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The evidence shows that national plans do not look at the impacts beyond the national
borders or simultaneous crisis situations. There is close cooperation on the level of
TSOs which is not matched by a cooperation of national authorities™.

Uncoordinated national measures to ensure the supply in emergency situations may not
be efficient or could have negative effects on neighbouring countries. The lack of
cooperation on the level of national authorities could also lead to diverging actions on
TSO and governmental level (e.g. decision on governmental level on export bans) which
could have detrimental effect on security of electricity supply.

Regarding transparency and information exchange, implementation of Article 42 of the
Electricity Directive shows that up to now the Commission was only notified of such
measures in few cases (e.g. Poland in 2015'), and only ex-post, where there was no
possibility ex-ante to assess their suitability. The current wording of Article 42 is of
rather general nature and does not lead to sufficient cross-border coordination
beforehand.

The Electricity Coordination Group has limited powers beyond the exchange of
information. There is no explicit obligation to convoke the group in case of a crisis or
when at least two Member States are in emergency. It is purely a consultative body
without powers to issue recommendations for example on the measures that Member
States could put in place during an emergency.

On managing crisis situations, currently Member States predominantly resort to
national measures without sufficient account being taken of their impact on their
neighbours or synergies stemming from a coordinated approach. There are hardly any
cross-border procedures on how Member States should act in crisis situations. However,
with increasingly integrated markets, measures taken by one Member State are highly
probable to affect its neighbours. The cross-border impact is particularly serious and
immediate in case of an actual physical shortage in real time*2.

1 There are examples of existing regional co-operation is some regions involving national authorities,

e.g. among the Nordic countries in the framework of NordBER (Nordic Contingency Planning and
Crisis Management Forum) or Pentalateral Energy Forum, however, currently this co-operation is
mainly restricted to the exchange of best practice.

Poland activated a crisis protocol mid-August 2015 allowing TSO to restrict power supplies to large
industrial consumers (load restrictions did not apply however to households and some sensitive
institutions such as hospitals). However, Poland notified the adoption of these measures under Article
42 one month after (mid-September).

Physical shortage arises when it has not been possible to fulfil the given demand, neither by market
transactions in day-ahead and intraday markets nor by balancing activities of the TSO. In this case,
load shedding will be carried out by each TSO to remedy its deficit. After market closure there is no
ambiguity regarding the deficit’s allocation across affected countries — each TSO knows exactly the
magnitude of its control area’s deficit and consequently its 'scheduled curtailment'. For exporting
Member States who strive to protect their customers from disconnection, two scenarios may arise: (i)
closing down interconnectors to stop exports altogether or (ii) carry out less-than-scheduled load
shedding in order to reduce export flows. In both cases the national action can have an impact on
cross-border power flows, affecting the neighbours' supply.

11

12
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In case of a simultaneous scarcity situation in two or more Member States, stopping or
limiting exports to overcome national physical shortage before domestic demand has
been curtailed would directly translate into aggravating supplies to customers in the
neighbouring Member State. The management of interconnectors and the possible spill
over effects of Member States' national actions become particularly relevant when a
concurrent physical energy shortage remains over several days (e.g. due to a heat
wave/cold spell causing a sustained demand spike or when a large number of generation
units is put out of operation). This case of energy shortage is especially exposed to the
risk of intervention with system operation or premature non-market measures by Member
States.

The network codes, i.e. the draft NC ER, the CACM Guideline and the SO Guideline
are an important step in the harmonisation of technical procedures and interoperatibility
of rules in the EU. However, a general legislative framework setting out how Member
States should act and co-operate with each other to prevent and manage electricity crisis
situations is still missing. There is still no framework clarifying roles and
responsibilities, aligning national rules, and prescribing co-operation between Member
States to resolve political issues relating to crisis management. As a result, large-scale
electricity crisis situations, as well as situations of a simultaneous crisis, cannot
effectively be resolved (for instance, there is no framework for how to deal with crisis
situations caused by extreme weather conditions, or a fuel shortage; there are no rules on
which consumers should be protected most, how to communicate and intervene at a
political level etc).

Article 4(3) of the SoS Directive does not define clear Dos and Don'ts at the Member
State level even though electricity crisis situations, especially in situations of
simultaneous scarcity, which require political decision and clear rules, roles and
responsibilities. In such situations, the market should be allowed to function as long as
possible and deliver power flows to countries with higher scarcity. Exporting Member
States should not introduce exports bans without restricting national consumers in a
proportionate manner as this would 'export' the scarcity across the borders. The treatment
of interconnection capacity and consequently the way possible load-shedding measures
could be shared across countries is not sufficiently defined. A few Member States
explicitly foresee (potentially unproportioned) export bans in their national legislation®®
and a recent case of export bans in South-Eastern Europe has proven this risk in reality.

On cybersecurity, the fragmented approach of the NIS directive could be problematic
for the energy sector, as energy infrastructure is arguably one of the most critical
infrastructures that other sectors - like banking, health and mobility, depend upon to
deliver essential services. Currently, the energy sector consists of both legacy and next
generation technologies. New grid technologies are introducing millions of novel,
intelligent components to the energy sector that communicate in much more advanced
ways (two-way communications, dynamic optimization, and wired and wireless
communications) than in the past. These new components will operate in conjunction

3 One Member State specifically includes a legal provision on export bans in its legislation; eleven more

Member States include forms of export restrictions in national law, TSO regulations or multilateral
agreements (Source: Risk Preparedness Study).
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with legacy equipment that may be several decades old, and provide little to no
cybersecurity controls. In addition, with alternative energy sources such as solar power
and wind, there is increased interconnection across organizations and systems. With the
increase in the use of digital devices and more advanced communications, the overall risk
has increased. For example, as substations are modernized, the new equipment is digital,
rather than analogue. These new devices include commercially available operating
systems, protocols, and applications rather than proprietary solutions. This increased
digital functionality provides a larger incident surface for any potential adversary, such as
nation-states, terrorists, malicious contractors, and disgruntled employees. This new
technology increases the complexity of addressing cyber risks. Many of the
commercially available solutions have known vulnerabilities that could be exploited
when the solutions are installed in control system components. Potential impacts from a
cyber-event include: billing errors, brownouts/blackouts, personal injury or loss of life,
operational strain during a disaster recovery situation, or physical damage to power
equipment. The current legislative framework does not prepare for these impacts.

6.1.4. Presentation of the options

Options to reinforce coordination between Member States for preventing and
managing crisis situations (Problem Area I11)

Table 3: Overview of the Options for Problem Area Ill

Option 0: Baseline scenario

Option 0+: Improved implementation of current legislation without regulatory action at EU level
Option 1: Common minimum rules to be implemented by Member States

Option 2: Common minimum rules to be implemented by Member States plus regional cooperation
Option 3: Full harmonisation and full decision-making at regional level

Option 0: Baseline scenario

Under the baseline scenario, Member States would continue identifying and addressing
rare/extreme risks and possible crisis situations based on a national approach, in
accordance with their own national rules and requirements. As a consequence, neither
risks originating across borders, nor possible synergies in preparation for crisis are
sufficiently taken into account.

The recently adopted network codes and guidelines (i.e. The Network Code on
Emergency and Restoration, the Regulation on Capacity Calculation and Congestion
Management and the Guideline on System Operation) bring a certain degree of
harmonisation on how to deal with electricity systems in different states (normal state,
alert state, emergency state, black-out and restoration). This ensures more clarity as
regards how TSOs should act in crisis siuations, and as to how they should co-operate
with one another.
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The innovative tools™ developed for TSOs in the area of the system security in the last
years, will also contribute to improve monitoring, prediction and managing secure
interconnected power systems preventing, in particular, cascading failures®.

However, the TSOs cooperation would be limited to technical-level decisions, and would
be hampered in practice by the absence of a proper framework for national rules and
decisions on how to prepare for and handle electricity crisis situations, in particular in
situations of siumultaneous scarcity. Such political decisions continue to be taken at a
purely national level, in an intransparent manner, without taking account of other
Member States' interests, both in a preparatory phase, and when crisis situations kick in.

Monitoring results would be published bi-annualy without any requirement to coordinate
among each other or develop any risk preparedness plan. Furthermore Member States
would not be obliged to exchange information when a possible crisis approaches. A
current mandate of the Electricity Coordination Group would also not be sufficient to
act as information exchange platform in crisis situations. This could lead to inefficiencies
when preventing and managing a crisis situation or have negative effects on
neighbouring countries.

On cybersecurity, the NIS Directive, aiming at a high common level of network and
information security across the Union, provides the horizontal framework to boost the
overall level of network and information security across the EU on a cross-sectoral and
generic level. However, as the NIS Directive is defining only very generic and high-level
obligations, there is room for a more sectoral approach defining concrete modalities to
ensure a minimum of coordination among Member States and resilience of the
interconnected European electricity grid. Energy infrastructure is arguably one of the
most critical infrastructures that other sectors - like banking, health and mobility- which
depend upon to deliver essential electricity services. Thus it is essential to tackle the
potential risks of a major blackout taking into account coordinated attacks to more than
one Member State and the interconnectivity and the system complexity of the energy
sector.

Y ITESLA project (which was financed under FP7) developed methods and tools for the coordinated

operational planning of power transmission systems, to cope with increased uncertainties and
variability of power flows, with fast fluctuations in the power system as a result of the increased share
of resources connected through power electronics, and with increasing cross-border flows. The project
shows that the reliance on risk-based approaches for corrective actions can avoid costly preventive
measures such as re-dispatching or reduced the overall risk of failure.

In addition the AFTER project (which was financed under FP7) also developed tools for TSOs to
increase their capabilities in creating, monitoring and managing secure interconnected electrical power
system infrastructures, being able to survive major failures and to efficiently restore service supply
after major disruptions (http://www.after-project.eu/).

15
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Table 4: R&D Results

The technical base to produce accurate prediction of rapid fluctuations and prevent cascading failures has
been developed in ITESLA through a framework for the exchange dynamic models of power system
elements. It showed that the reliance on risk-based approaches for corrective actions can avoid costly
preventive measures such as re-dispatching or reduced while the overall risk of failure is decreased. This
requires more and more formalised data exchange among TSO's to support the new methods and tools.

AFTER has developed a framework for electrical power systems vulnerability identification, defence and
restoration. It uses a large set of data (big data) coming from on-line monitoring systems available at
TSOs’ control centres. A fundamental outcome of the tool consists in risk-based ranking list of
contingencies, which can help operators decide where to deploy possible control actions.

SESAME, developed a comprehensive decision support system to help the main public actors in the power
system, TSOs and Regulators, on their decision making in relation to network planning and investment,
policies and legislation, to address and minimize the impacts (physical, security of supply, and economic)
of power outages in the power system itself, and on all affected energy users, based on the identification,
analysis and resolution of power system vulnerabilities.

Source: European Commission (DG ENER)

Table 5: Innovative Tools for Electrical System Security within Large Areas
(ITESLA)

Project FP7-ITESLA
Innovative Tools for Electrical System Security within Large Areas

Addressing mainly: Co-optimisation of interconnection capacity, Regional operational centres

The project developed methods and tools for the coordinated operational planning of power transmission
systems, to cope with increased uncertainties and variability of power flows, with fast fluctuations in the
power system as a result of the increased share of resources connected through power electronics, and with
increasing cross-border flows. The project aims at enhancing cross-border capacity and flexibility while
ensuring a high level of operational security.

Fact Sheet: http://cordis.europa.eu/project/rcn/101320 en.html

Web Site: http://www.itesla-project.eu/

Important project outcomes include

- A platform of tools and methods to assist the cooperation of transmission system operators in dealing
with operational planning from two days ahead to real time, particularly to ensure security of the
system. These tools support the optimisation of security measures, in particular to consider corrective
actions, which only need to be implemented in rare cases that a fault occurs, in addition to preventive
actions which are implemented ahead of time to guarantee security in case of faults. The tools provide
risk-based support for the coordination and optimisation of measures that transmission operators need
to take to ensure system security. The platform also supports "defence and restoration plans" to deal
with exceptional situation where the service is degraded, e.g. after storms, or to restore the service
after a black-out. The platform has been made publicly available as open-source software.

- Aclarification of the data and data exchanges that are necessary to enable the implementation of these
coordination aspects.

- A framework to exchange dynamic models of power system elements including grids, generators and
loads, and a library of such models covering a wide range of resources. These models are essential to
produce accurate prediction of the rapid fluctuations that take place in the power grid after faults, and
to prevent cascading failures.

- The tools and models allow reducing the amount of necessary preventive measures. The reliance on
risk-based approaches can avoid or minimise costly preventive measures such as re-dispatching while
the overall risk of failure is decreased.

- A set of recommendations to policymakers, regulators, transmission operators and their associations
(jointly with the UMBRELLA project). These foster the harmonisation of legal, regulatory and
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operational framework to allow the exploitation of the newly developed methods and tools. They also
identify the need for increased formalised data exchange among TSO's to support the new methods
and tools.

Source: European Commission (DG ENER)

Option 0+: Non-regulatory approach

As current legislative framework established by the SoS Directive set general principles
rather than requires Member States to take concrete measures, better implementation and
enforcement actions will be of no avail.

In fact, as the progress report of 2010 shows'®, the SoS Directive has been implemented
across Europe, but such implementation did not result in better co-ordinated or clearer
national policies regarding risk preparedness.

The recently adopted network codes and guidelines offer some improvements at the
technical level, but do not address the main problems identified.

In addition, today voluntary cooperation in prevention and crisis management is scarce
across Europe and where it takes place at all, it is often limited to cooperation at the level
of TSOs. It is true that certain Member States collaborate on a voluntary basis in order to
addresss certain of the problems identified (e.g. Nord-BER, PLEF). However, these
initiatives have different levels of ambition and effectiveness, and they geografically
cover only part of the EU electricity market. Therefore, voluntary cooperation will not be
an effective tool to solve the problems identified timely and in the whole EU.

Option 1: Common minimum rules to be implemented by Member States
Assessments and plans

Under Option 1 Member States would be obliged to develop national Risk Preparedness
Plans ('Plan’) with the aim to prevent or better manage the electricity crisis. The Plan
should respect minimum common requirements and include a risk assessment of the
most relevant crisis scenarios originated by rare/extreme risks. For that purpose, at least
the following types of risks could be considered: a) rare/extreme natural hazards'’, b)

6 Report on the progress concerning measures to safeguard security of electricity supply and

infrastructure investment COM (2010) 330 final.

Extreme weather events are likely to affect the power supply in various ways: (i) thermal generation is
threatened by lack of cooling water (as shown e.g. in summer 2015 at the French nuclear power
stations Bugey, St. Alban and Golfech); (ii) heat waves cause high demand of air conditioning (which
e.g. resulted in price peaks in Spain in late July 2015 when occurring in parallel with low wind
output); (iii) heat waves affect grid performance in various ways, e.g. moisture accumulating in
transformers (which e.g. lead to blackouts in France on June 30™ 2015) or line overheating (leading to
declaration of emergency state by the Czech grid operator CEPS on July 25" in 2006) (source: S&P
Global, Platts: European Power Daily, Vol. 18, Issue 123).

17
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accidental hazards which go beyond N-1, c) consequential hazards such as fuel
shortage®®, d) malicious attacks (terrorist attacks, cyberattacks).

The Plans would need to respect a set of minimum requirements, namely how Member
States would prepare for crisis situations and how they should deal with the identified
crisis scenarios. Preparatory measures could include, e.g. training for all staff involved in
crisis management and regular simulations of crisis. Risk preparedness plans should
further include how to prevent and manage cyber-attack situations which would be one of
the risks to be covered by the plans. This will be combined with a soft guidance on
cybersecurity in the energy sector based on NIS Directive.

Plans should be adopted by relevant governments / ministries, following an inclusive
process, and (at least some parts of the Plans) should be rendered public. Plans should be
updated on a regular basis (e.g., every three years, unless major incidents or market
developments require an earlier update). For the purpose of consultation, Plans should be
submitted to other Member States and the Commission.

The main benefit this option would bring is better preparedness, due to the fact that a
common approach is followed across Europe, thus excluding the risk that some Member
States 'under-prepare’. In addition, better preparedness, transparency and clear rules on
crisis management are likely to reduce the chances of premature market intervention.

Crisis management

To ensure transparency and information exchange, Member States would be obliged to
inform immediately in situations of ""early warning™ or *crisis’* their neighbours and
the European Commission to provide them with all the necessary information, in
particular on the actions they intend to take.

"Early warning" could be defined as the state where there is concrete, serious and
reliable information that an event may occur which is likely to result in significant
deterioration of the supply situation and is likely to lead to a crisis level. While "crisis"
could be defined as the event of significant deterioration of electricity supply over a time
span lasting long enough to give room for political action and when all relevant market
measures have been implemented but the supply is insufficient to meet the remaining
demand™®.

8 One example proving that such risks should be taken into account is the shortage of anthracite coal in

Ukraine in June 2016. Due to the political situation in Ukraine affected the rail transport of coal. As
several Ukrainian nuclear power units are offline for maintenance in parallel, the responsible ministry
called for limiting power consumption. (Source: S&P Global, Platts: European Power Daily, Vol. 18,
Issue 123).

% In most of the cases the declaration of “crisis" by the national authorities will coincide with the
"emergency state" of the transmission system as severe technical problems could lead to the
"exceptional situation”. But in very extreme or rare cases where situations demand political decisions
and are not solely limited to system operation in real time (e.g. fuel supply scarcity, energy shortage
for longer time periods) the government could decide to declare emergency - without necessary being
in "emergency state"- with the aim to take safeguard measures (non-market based measures).
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Under this option, the Commission could also set out legal principles governing crisis
management. This will replace the current Article 42 of the Electricity Directive, which
allows Member States to take 'safeguard measures' in situations of a sudden crisis and
when security of persons or equipment is threatened. When dealing with emergency
Member States should respect three basic rules:

- 'Market comes first': Non-market measures should be introduced only once market
measures cannot tackle the situation. Measures should not unduly distort functioning of
the market. They should be introduced only temporary and on the basis of an objective
trigger described in the Plans. In particular, market rules on cross-border trade need to be
respected?.

- 'Duty to offer assistance': In case crisis arises, Member States should react in a spirit of
good cooperation and solidarity?. Practical arrangements regarding cooperation and
solidarity measures shall be established in advance by Member States and be reflected in
the risk preparedness plans.

- "'Transparency and information exchange': Member States should ensure transparency
of the actions taken from the moment that there are serious indications of a crisis and
during a crisis. This should be ensured through the regional part of the risk preparedness
plans and through informing neighbours and the Commission in case of declaration of
‘early warning' or ‘crisis'.

By imposing obligations to co-operate and lend assistance, Member States are also less
likely to 'over-protect’ themselves against possible crisis situations, which in turn will
contribute to more security of supply at a lesser cost.

Monitoring

In order to anticipate and mitigate potential upcoming crisis, under Option 1 Member
States would be obliged to take into account the results of the ENTSO-E seasonal
assessments (winter & summer outlooks). Member States should take measures
accordingly, if there are serious indications that they could be in a predefined crisis
situation (i.e. in an 'early warning' situation), as well as in a situation of crisis.

Option 2: Common minimum rules to be implemented by Member States plus
regional co-operation

Assessments and plans

Option 2 would be built on Option 1 adding rules and tools facilitating cross-border
cooperation in a regional and Union wide context.

20 Rules on cross-border capacity allocation are set out in the CACM Guideline. Its Article 72 allows

TSOs to curtail allocated cross-zonal capacity in the event of 'force majeure'.
At TSO level, providing cross-border assistance through the available interconnectors is provided for
in Article 12 of the draft Network Code on Emergency and Restoration.

21
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Under Option 2 Member States should also develop their Risk Preparedness Plans.
However, the identification of the crisis scenarios and the risk assessment would be
carried out by ENTSO-E. This approach would ensure that the risks originating across
the borders, including scenarios of a possible simultaneous crisis, are taken into account.
ENTSO-E would be required to develop a methodology for the identification of risk
scenarios. Such methodology would need to include at least following elements:

- consider all relevant national and regional circumstances;
- the interaction and correlation of risks across the borders;
- running simulations of simultaneous crisis scenarios;

- ranking of risks according to their impact and probability.

To take account of all regional specificities ENTSO-E could delegate all or part of its
tasks to the ROCs. The crisis scenarios identified by ENTSO-E would be discussed in the
Electricity Coordination Group. The regional approach in the identification of the crisis
scenarios ensures a common strategy to minimise impacts of possible crisis, focus in
particular on correlated risks and on risks that could affect simultaneously several
Member States. This would significantly improve level of preparedness at national,
regional and EU level, as the cross-border considerations are duly taken into account
since the beginning.

Table 6: Best practice examples of Member State cooperation

Nordic Contingency and Crisis Management Forum (NordBER)

The Nordic (including Iceland) TSOs, regulators and energy authorities founded a Nordic cooperation
body (NordBER) in order to improve crises management and preparedness. The cooperation focuses on the
exchange of information and experiences on contingency planning and emergency exercises. Moreover, it
requires a common contingency planning for the overall Nordic power sector as a supplement to the
national emergency work and as an extension of operation and planning cooperation between the TSOs.

Pentalateral Energy Forum

The Pentalateral Energy Forum is the framework for regional cooperation of relevant ministries, NRAs,
TSOs and market parties in Central-Western Europe (BENELUX-DE-FR-AT-CH). Its Support Group 2
gives guidance on regional cooperation in the field of security of supply and acts as "development center
for new ideas" with the goal to reach specific recommendations.

Source: https://nordber.org/ and http://www.benelux.int/nl/kernthemas/energie/pentalateral-energy-forum/

The Risk Preparedness Plans under this option would contain two parts — a part
reflecting national measures and a part reflecting measures to be pre-agreed in a regional
context. The latter part includes particular preparatory measures such as simulations of
simultaneous crisis situations in neighbouring Member States ("stress tests” organised by
ENTSO-E in a regional context); procedures for cooperation with other Member States in
different crisis scenarios, and rules for how to deal with simultanous crisis situations. In
this context the Member States should, among others, agree in advance in which
situations, what load and to whom will be curtailed in simultaneous crisis situations. In
order to facilitate the extent of offered assistance, in particular in cases where no other
agreement has been made for assistance in simultaneous crisis, it might be necessary to
allign principles for priorization and the share of customers which is prioritized highly in
order to avoid overprotection at the cost of neighbouring Member States.
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The draft Plans should be consulted with other Member States in each region and
submitted for prior consultation to the Electricity Coordination Group. Through
regionally co-ordinated plans, Member States would be able to ensure that increased TSO
cooperation is matched by a more structured co-operation between Member States®”. The
regions for such cooperation should therefore be the same as the TSO regions developed
for the RSCs. To ensure cooperation further, the obligation on coordinated planning
should be extended to Energy Community Partners.

To facilitate the cross-border cooperation and to overcome the current situation of
unclear roles and responsibilities, Member States should designate one ‘competent
authority’, which would be the responsible body for coordination and cross-border
cooperation in a crisis situation. The Competent Authority should belong either to the
national administration or to the NRA.

In order to also adress specific rules to be followed to ensure cybersecurity a network
code or guideline should be developed.The network code/guidelines should take into
account at least the following elements: a) methodology to identify operators of essential
services for the energy sector; b) risk classification scheme; ¢) minimum cyber-security
prerequisites to ensure that the identified operators of essential services for the energy
sector follow minimum rules to protect and respond to impacts on operational network
security taking the identified risks into account. A harmonized procedure for incident
reporting for the energy sector shall be part of the minimum prerequisites.

Crisis management

As described in Option 1, all measures taken by Member States to prepare to or deal with
‘crisis’ should be based on a common framework and the principles of 'market comes
first', 'duty to offer assistance’ and 'transparency and information exchange'.

The 'duty to offer assistance' should especially address simultaneous scarcity situations
which would be set to further rise in the near future given the increasing interconnectivity
of the European electricity systems and markets (see Graphs 1 and 2). In situations of
concurrent energy shortage over several days?*, Member States should agree in advance,
when and what loads would be curtailed in crisis situations with a cross-border impact®*.
Solidarity measures in simultaneous scarcity, including coordinated demand restrictions

22 For cases of crisis, in particular simultaneous scarcity, also ENTSO-E sees a need for "not only on a

technical level but political cooperation™ and plans which "should cover extreme crisis situations
beyond the measures provided by e.g. network codes and RSCs services" (s. ENTSO-E
recommendations to the regulatory framework on risk preparedness (WS5) (2016), ENTSO-E,
document in the process of publication).

Unlike sudden power outages, an energy shortage could be (i) anticipated e.g. several days in advance
and (ii) last over a period of several days. Therefore, decision making on customer disconnection, rota
plans etc. is likely to not only affect TSOs, but also involve Member States. A good example of a rota
plan is the "Electricity Supply Emergency Code" of the UK:
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/396424/revised_esec ja
nuary 2015.pdf

One example of a load shedding plan prioritizing regions is the Belgian "Plan de délestage en cas de
pénurie d'électricité" http://economie.fgov.be/fr/penurie_electricite/plan-delestage/#.VpTd2v7luUk

23

24
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in various markets, could be subject to financial compensation ex-post, following
agreements between Member States according to the principles set out in Article 39 of
NC ER (avoiding market distortion, incentivizing balanced positions). In order to avoid
‘'exporting' energy scarcity to neighbouring markets Member States should also allow for
domestic load shedding to be carried out by their TSOs according to schedules. Any rules
on protected customers should not lead to unjustified over-protection of a too high share
of national customers®.

2 As already existing in many Member States today, Member States can introduce rules on customer
categorization to prioritize customers in case of load shedding. Such rules on protected customers
should take into account national and local specifics, but respect harmonized principles.
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Graph 1: Distribution of system stress hours by Member States over fifty years of

hlstorlcal demand data
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Graph 2: Distribution of prices at VoLL in the context of a well-integrated market
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As result of better mtegratron of the markets the stress hours would decrease and be concentrated in penods
affecting simultaneously several Member States.
During these stress hours the price becomes equal to VoLL.
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Table 7: Best practice example of TSO agreements of Nordel

The Nordic TSOs pre-agreed on certain procedures to be taken in crisis situations (s. Apendix 9 of Nordel
System Operation Agreement 3 (5)). In Power Shortages, it demands information of the other TSOs as
quickly as possible and forbids that prearranged trading between players can be changed. In Critical Power
Shortages and after all manual balancing reserve (i.e. available generation capacity) has been exhausted, it
sets out a procedure for load shedding without a commercial agreement. After the subsystem with the
greatest physical deficit has started load shedding and two or more subsistems have an equally large deficit,
load shedding is distributed thereafter between those subsystems®.

Source: Nordel System Operation Agreement 1 (5), Appendix 9
Monitoring

Building on Option 1, ENTSO-E would carry out seasonal assessments, which would
need to be further improved via the introduction of a common methodology, to be
developed by ENTSO-E on the basis of criteria set out in EU legislation. This could be a
probabilistic methodology that should take into account uncertainties of input variables
(e.g. probability of transmission capacity outage, of severe weather conditions, of
unplanned outage of power plants, variability of demand, etc.). The methodology would
also indicate the probability of a critical situation actually occuring and of low level of
cross-border capacity. This methodology should be used not only for seasonal outlooks
but also for weekly risk assessments by RSCs.

This option also contemplates the reinforcement of tasks and powers of the Electricity
Coordination Group with a view to ensure transparency and wide discussion between
Member States in the preventive phase and after declaration of early warning/crisis. In
particular, the Group would be the forum for the discussion of the draft plans and the
measures that Members States foresee to implement based on the results of the seasonal
outlooks. The Group could also play a role in the assessment of measures adopted by
Member States in early warning/crisis. More generally, the Group could be given
concrete tasks to discuss policies in the area of security of supply, for instance, through
regular discussions on the basis of ENTSO-E adequacy outlooks. It could issue
recommendations and develop best practice. The reinforced role would enhance the
coordination of measures and ensure more uniformity and coherent plans. Overall, the
reinforcement of tasks and powers of the Electricity Coordination Group would
contribute to enhance cooperation and to build trust and confidence among Member
States.

In addition to the obligation to notify immediately the declaration of early warning or
crisis and provide Member States concerned and the Commisison with all relevant
information, under Option 2 Member States would be obligated to carry out an ex-post
evaluation. The evaluation should be submitted to the Commission at the latest six
weeks after the lifting of early warning or crisis. The assessments should be presented by
the Member States concerned at the Electricity Coordination Group.

% That agreements similar to the Nordic TSOs could be a best practice also for the system of continental
Europe as it mentioned by the Dutch TSO TenneT to the public consultation. It recommends to have
common rules and definitions and defining allowed measures on different levels of criticality, as
security of electricity supply is becoming an issue of reginal rather than national importance.
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To allow for a precise monitoring of how well Member States' systems perform in the
area of security of supply, security of supply indicators would be introduced. ENTSO-E
would calculate for all Member States the following security of supply indicators:
expected energy non served (EENS) expressed in GWh/year and loss of load expectation
(LOLE) expressed in hours/year. ENTSO-E would conduct the security of supply
performance measurements based on the indicators on annual basis, at the occasion of the
adequacy assessment outlook. The introduction of security of supply indicators to assess
how well Member States perform in the area of security of supply would enhance
comparability and mutual trust in neighbours.

Option 3: Full harmonisation and full decision-making at regional level
Assessments and plans

Built on Option 2, under Option 3 the assessment of rare and extreme risks would be
carried out at EU level, which would prevail over national assessments.

The risk preparedness plans would be developed on regional level®”. In each region the
Member States would need to agree on one risk preparedness plan which would address
the most relevant risks in each region. The list of measures to mitigate the risks should be
developed on and co-ordinated at the regional level by the ROCs. This would allow a
harmonised response to potential crisis situation in each region.

Even though the regional plans would ensure full coherence of actions ahead and in
particular in a crisis, it would be difficult that all national specificities could be addressed
through regional plans.

On cybersecurity Option 3 would go one step further and nominate a dedicated body
(agency) to deal with cybersecurity in the energy sector. This would guarantee full
harmonisation on risk preparedness, communication, coordination and a coordinated
cross-border reaction on cyber-incidents.

Crisis management

Regarding crisis management, under Option 3 crisis would have to be managed
according to the regional plans agreed among Member States. The Commission would
determine the key elements of the regional plans such as: commonly agreed regional
load-shedding plans, rules on customer categorisation, a harmonised definition of
'protected customers' (high priority grid users) at regional level or specific rules on crisis
information exchanges in the region. Under Option 3, the Commission would also create
a detailed "emergency rulebook® with an exhaustive list of measures that can be taken
by Member States and TSOs in crisis situations.

2" The results of the public consultation showed that only few stakeholders were in favour of regional or

EU wide plans. Some stakeholders mentioned the possibility to have plans on all three levels (national,
regional and EU), e.g. see the answers of Latvian government, EDSO, GEODE, Europex.
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Monitoring

The seasonal outlooks carried out by the ENTSO-E and ROCs would include a proposal
of ROCs for each reagion of measures to mitigate the risks identified. Member States
would be obligated to implement them.

In order to also harmonize monitoring practices on a European level and ensure full
consistency, a European standard (e.g. for EENS and LOLE) on Security of Supply could
be developed and fixed (e.g. determined value to be fulfilled by all Member States)
which could be used to monitor the Member State performance.

6.1.5. Comparison of the options

Option 1 (Common minimum rules to be implemented by Member States)
Contribution to the policy objectives

Under this option, Member States would be required to draw up risk preparedness plans,
built on common elements, and to respect certain common minimum rules when
managing crisis situations.

The main benefit this option would bring is better preparedness, due to the fact that a
common approach is followed across Europe, thus excluding the risk that some Member
States 'under-prepare’. In addition, better preparedness, transparency and clear rules on
crisis management are likely to reduce the chances of premature market intervention.

By imposing obligations to co-operate and lend assistance, Member States are also less
likely to 'over-protect’ themselves against possible crisis situations, which in turn will
contribute to more security of supply at a lesser cost.

Economic Impacts

Overall, the policy tools proposed under this option should have positive effects. Putting
in place a more common approach to crisis prevention and management would not entail
additional costs for businesses and consumers. It would, by contrast, bring clear benefits
to them.

First, a more common approach would help better prevent blackout situations, which are
extremely costly. The immense costs of large-scale blackouts provide an indication of
potential benefits of improved preparation and prevention®.

8 Previous blackouts in Europe had severe consequences. For example, the blackout in ltaly in

September 2003 resulted in a power disruption for several hours affecting about 55 million people in
Italy and neighbouring countries and causing around 1.2 billion euros worth of damage. (source: The
costs of blackouts in Europe (2016), EC CORDIS: http://cordis.europa.eu/news/rcn/132674_en.html).
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Table 8: Overview over most severe blackouts in Europe

Number of end- Duration, .
Estimated costs to
Country & year consumers energy not :
. whole society
interrupted served
0.86 million 2 1 hours
Sweden/Denmark, (Sweden); 1'8 GWh, EUR 145 —
2003 2.4 million 180 million
(Denmark)
- 2 days—2 weeks, -
France, 1999 1.4 - 3.5 million 400 GWh EUR 11.5 billion
Italy/Switzerland, -
2003 55 million 18 hours
Sweden, 2005 0.7 million Lday =5weeks, | £z 400 million
' ' 11 GWh
Central Europe, 2006 45 million Less than
2 hours

Source: SESAME: Securing the European Electricity Supply Against Malicious and Accidental Threats

A more common approach to emergency handling, with an obligation for Member States
to help each other, would help to avoid or limit the effects of potential blackouts. A more
common approach, with clear obligations to e.g., follow up on the results of seasonal
outlooks, would also reduce the costs of remedial actions TSOs have to face today?.
This, in turn, should have a positive effect on costs overall.

In addition, improving transparency and information exchange would facilitate
coordination, leading to a more efficient and less costly measures.

By ensuring that electricity markets operate as long as possible also in stress situations,
cost-efficient measures to prevent and resolve crisis are prioritized.

The overall impact of the Commission Recommendations on cybersecurity for the energy
sector can be very broad, given the voluntary nature of this approach. If fully followed by
all Member States, the same impacts as in Option 2 should be considered. If only
partially considered by Member States, the average administrative cost would be rather
low.

Who should be affected and how

Option 1 is expected to have a positive effect on society at large and electricity
consumers in particular, since it helps prevent crisis situations and avoid unnecessary cut-
offs. Given the nature of the measures proposed, no major other impact on market
participants and consumers is expected.

»  The example of the Summer Outlook 2016 for Poland involves the following remedial actions to

prevent emergency situations: (i) switching measures of the respective TSOs PSE and 50Hertz, as well
as (ii) rescheduling of DC loop flows involving DE, DK, SE, PL, (iii) bilateral re-dispatch between DE
and PL and (iv) multilateral re-dispatch additionally involving e.g. AT, CH. Out of those, (i) and (ii)
are non-costly measures whereas re-dispatch induces significant costs.
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On cybersecurity, given the voluntary approach of this option, several stakeholders
(TSOs, DSOs, generators, suppliers and aggregators) could be affected. However, the
impact is estimated limited as the costs of cybersecurity for regulated entities merely
need to get considered and taken into account by the regulatory authority. Thus, the
TSOs and DSOs affected could recover their costs via grid tariffs. In that case, the pass
through of costs would have an impact on consumers that could see a slightly increased
in the final prices of electricity.

Impact on business and public administration

The preparation of risk preparedness plans as well as the increased transparency and
information exchange in crisis management imply a certain administrative effort™.
However, the impact in terms of administrative impact would remain low, as currently
Member States already assess risks relating to security of supply, and all have plans in
place for dealing with electricity crisis situations®".

In addition, it is foreseen to withdraw the current legal obligation for Member States to
draw up reports monitoring security of supply®, as such reporting obligation will no
longer be necessary where national plans reflect a common approach and are made
transparent. This would reduce administrative impacts.

Option 2 (Common minimum rules to be implemented by Member States plus
regional co-operation)

Contribution to the policy objectives

Option 2 build on Option 1, but adds the dimension of regional (and some) EU-level co-
operation. In particular, it requires Member States to pre-agree on certain aspects of the
Risk Preparedness Plans (notably on how to deal with situations of a simultaneous
electricity crisis). It also calls for a more systematic assessment of rare/ extreme risks at
the regional level. Given the interlinked nature of EU's electricity systems, enhanced
regional co-operation brings clear benefits when it comes to preventing and managing
crisis situations.

The regional approach in the identification of the crisis scenarios ensures a common
strategy to minimise impacts of possible crisis, focus in particular on correlated risks and
on risks that could affect simultaneously several Member States. This would significantly
improve level of preparedness at national, regional and EU level, as the cross-border
considerations are duly taken into account since the beginning. The regional coordination
of plans would build trust between Member States which is crucial in times of crisis. The

% Administrative costs are defined as the costs incurred by enterprises, the voluntary sector, public

authorities and citizens in meeting legal obligations to provide information on their action or
production, either to public authorities or to private parties.

All twenty-eight Member States have a general obligation to monitor the security of electricity supply
from which implicitly follows the obligation to assess electricity supply risks, while nine countries
have a direct legal obligation to carry out an assessment of these risks. (Source: Risk Preparedness
Study).

Article 4 of the Electricity Directive; Article 7 of the Electricity SoS Directive.
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harmonised approach via Network Codes/Guidelines would also ensure a minimum level
of harmonization for cybersecurity in the energy sector throughout the EU.

The agreement at regional level of some aspects of the risk preparedness plan would
ensure that coordination and cooperation is agreed in advance. This is particularly
relevant as regards situations of simultaneous crisis.

The regional approach for the ENTSO-E's seasonal outlooks would ensure a more
granular and in-depth assessment of possible cross-border situations. This could give a
better indication of the impacts of possible crisis situations and the possible solutions that
cooperation could bring.

The introduction of security of supply indicators to assess how well Member States
perform in the area of security of supply would enhance comparability and mutual trust
in neighbours.

The reinforced role of the Electricity Coordination Group would ensure transparency
and wide discussion in prevention and managing crisis. It would also facilitate the
exchange of information in situations of early warning and crisis and the ex-post
evaluation. In addition, it would enhance the coordination of measures and ensure more
uniformity and coherent plans. Overall, the reinforcement of tasks and powers of ECG
would contribute to enhance cooperation and to build trust and confidence among
Member States.

Economic Impacts

This option would lead to better preparedness for crisis situations at a lesser cost through
enhanced regional coordination. The results of METIS simulations® show that well
integrated markets and regional coordination during periods of extreme weather
conditions (i.e. very low temperature®®) are crucial in addressing the hours of system
stress hours (i.e. hours of extreme electricity demand), and minimizing the probability of
loss of load (interruption of electricity supply).

Most importantly, while a national level approach to security of supply disregards the
contribution of neighboring countries in resolving a crisis situation, a regional approach
to security of supply results in a better utilization of power plants and more likely
avoidance of loss of load. This is due to the combined effect of the following three
factors: (i) the variability of renewable production is partly smoothed out when one
considers large geographical scales, (ii) the demands of different countries tend to peak at
different times, and (iii) the power supply mix of different countries can be quite
different, leading to synergies in their utilization.

% “METIS Study S16: Weather-driven revenue uncertainty for power producers and ways to mitigate it",

Artelys (2016).

Even though periods with very low temperature occur rarely (9C difference between the 50 year worst
case and the 1% centile) countries can face high demand peaks (e.g. Nordic countries and France)
mainly due to the high consumption for the electric heating. As example, the additional demand for the
50 years peak compared to the annual peak demand is 23% for France, 18% for Sweden and 17.3% for
Finland.
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The following table compares the security of supply indicator "expected energy non-
served” (EENS) assessed by METIS for the three levels of coordination (national,
regional, European)®. It highlights an overestimation of the loss of load, when it is

measured in a scenario of non-coordinated approach, which does not take into account
the potential mutual assistance between countries.

Table 9 - Global expected energy non-served as part of global demand within the
three approaches

Level EENS (% of annual load) — ENTSO-E V13¢ scenario
National level 0,36 %
Regional level 0,02 %
European level 0,01 %

Source: METIS

The EENS for the three levels of coordination are represented on the figure below. When
the security of supply is assessed at the national level, many countries of central Europe
seem to present substantial levels of loss of load. However, since these countries are
interconnected, a regional assessment of security of supply (taking into account power
exchanges within this region) significantly decreases the loss of load levels.

Figure 1 - EENS (%) estimation by country for scenario ENTSO-E 2030 v1 with
CCGT/OCGT current generation capacities. From left to right: EENS estimated at
European, regional and national levels

0.2% 04% 15%

[ 0.02% D 04% Cls%

Source: METIS

% “METIS Study S04: Stakes of a common approach for generation and system adequacy”, Artelys

(2016).

ENTSO-E 2030 v1: vision for 2030 "Slowest progress". The perspective of Vision 1 is a scenario
where no common European decision regarding how to reach the CO2-emission reductions has been
reached. Each country has its own policy and methodology for CO2, RES and system adequacy.

36

330
Addressing energy poverty




METIS simulations also show that thanks to regional cooperation the stress situations
would decrease and concentrate in a limited number of hours that may occur
simultaneously. Therefore, it highlights the need for specific rules on how Member States
should proceed in these particular circumstances, as proposed in this Option 2.

As the overall cost of the system would decrease thanks to enhanced coordination this
could have a positive impact on prices for consumers.

On the contrary, a lack of coordination on how to prevent and manage crisis situations
would imply significant opportunity costs. A recent study also evidenced that the
integration of the European electricity market could deliver significant benefits of 12.5 to
40 billion euro until 2030. However, this amount would be reduced by 3 to 7.5 billion
euro when Member States pursue security of electricity supply objectives following
going alone approaches®’.

Overall, the costs to develop and to follow a Network Code or Guidelines on cyber-
security would be limited. Additionally, given the administrative nature of the Option,
the impact could be estimated limited as it mostly requires harmonising existing practices
available in most of Member States. In addition, some obligations specific for the energy
sector would reinforce existing provisions on the NIS Directive such as the identification
of operations of essential services and the reporting obligation of cyber-incidents.
Security does in general not present a separate budget line; that is why it is very hard to
estimate how much is already spent on cybersecurity expenditures. Some of the costs
might also be hidden in other budget lines, like in human resources, securing buildings,
etc. Thus there is very few evidence on cybersecurity expenses in the energy sector. As
example, according to a US survey in a small sample of 21 utilities and energy
companies, they spent an average of $45.8 million a year on comEPuter security to prevent
69% of known cyber strikes against their systems in 2011%** On the contrary, the
damages of cybersecurity breaches could be huge. Even though the range of costs varies
on the incident, a recent study reveals a wide spectrum of costs ranging from $156,000
(very low end estimate) to $5.5 million per single event®. Additional costs may arise
through losses in stock value. Overall, the costs of a blackout following a cyber-incident
are the same as for a physical incident. Therefore, the overall impact of rules on
cybersecurity would be limited while the benefits of preventing cyber-incidents could be
high.

Who should be affected and how

As in the case for Option 1, Option 2 is expected to have a positive effect on society at
large and electricity consumers in particular, since it helps prevent crisis situations and

7 “Benefits of an Integrated European Energy Market (2013)", BOOZ&CO.

% nsurance as a risk management instrument for energy infrastructure security and resilience (2013),
U.S. Department of Energy: http://www.bloomberg.com/news/articles/2012-02-01/cyber-attack-on-u-
s-power-grid-seen-leaving-millions-in-dark-for-months.

Insurance as a risk management instrument for energy infrastructure security and resilience" (2013),
U.S. Department of Energy: http://www.bloomberg.com/news/articles/2012-02-01/cyber-attack-on-u-
s-power-grid-seen-leaving-millions-in-dark-for-months.

39

331
Addressing energy poverty


http://www.bloomberg.com/news/articles/2012-02-01/cyber-attack-on-u-s-power-grid-seen-leaving-millions-in-dark-for-months
http://www.bloomberg.com/news/articles/2012-02-01/cyber-attack-on-u-s-power-grid-seen-leaving-millions-in-dark-for-months
http://www.bloomberg.com/news/articles/2012-02-01/cyber-attack-on-u-s-power-grid-seen-leaving-millions-in-dark-for-months
http://www.bloomberg.com/news/articles/2012-02-01/cyber-attack-on-u-s-power-grid-seen-leaving-millions-in-dark-fo